MNEJATOT'AM Ob HH®OPMAIIMOHHOHN BE3OIMACHOCTH

Korna peus 3axoaut 06 nHopMaIimoHHOH 6€30MacHOCTH, OOBIYHO MBI HAUMHAEM TyMaTh O
KOMIIBIOTEpax, CeTsIX, HHTepHeTe U Xakepax. Ho ans oOpa3oBarenbHOM cpebl mpodiaemMa CTOUT
HIMpe: B OTPAXKACHUH YJallerocs oT HHPOpPMaIUU, KOTOpasi MOKET HETaTHBHO TMOBJIHUATH HA €ro
dbopMupoOBaHUE U pa3BUTHE, TO €CTh O MIPOIAraH/ie pa3InyHON HAPaBIEHHOCTH.

IHonsiTe MH(GOPMANUOHHOI 0€30MIACHOCTH

[Tox nHGOPMAIIMOHHON 0€30TTaCHOCTHIO TOHUMAETCS 3aIUIIEHHOCTh HH(OPMAIIMOHHON
CUCTEMBI OT CITYYaifHOTO WJIH MTPETHAMEPEHHOT'0 BMEIIATEILCTBA, HAHOCSIIIETO YIIepo
BIIAJICJIbIIAM HJIH T10JIh30BaTEISAM HH(OpMAITUH.

Ha IIPpAaKTUKE BaYKHCHUIITUMHU SIBIISIIOTCS TPpH aCIICKTAa HH(l)OpMaHHOHHOfI 0€301aCHOCTH:

AOCTYIIHOCTDb (BOSMO)KHOCTB 34 Pa3yMHOC BpCMs IMOJTYYUThb Tpe6yeMy10 I/IH(I)OpMaI_[I/IOHHYIO
yeuyry);

IECJIOCTHOCTH (aKTyaJ‘ILHOCTB " HCIIPOTHUBOPCUYHUBOCTD I/IH(bOpMaLII/II/I, €€ 3alllMIIICHHOCTD OT
pa3pylIeHus] 1 HECAaHKIIMOHUPOBAHHOTO U3MEHEHHUS );

KOH(bI/II[eHI_II/IaJIBHOCTL (SaH.II/ITa OT HCCAHKIIMOHUPOBAHHOI'O HpO‘lTeHI/Iﬂ).

Hapymenust 1ocTynmHOCTH, ETOCTHOCTH U KOH(DUICHINATBHOCTH HHPOPMAITUN MOTYT OBIThH
BbI3BAHbI PA3JIMYHBIMU OIIACHBIMU BOSI[GfICTBI/IHMI/I Ha I/IH(bOpMaI_II/IOHHLIe KOMIIBIOTCPHLIC
CUCTCMBI.

OcHoBHbIE YTpo3bl HHGOPMAITUOHHO 0€30MaACHOCTH

CoBpemenHast HH(GOPMAIIMOHHAS CHCTEMA TIPEJICTABISIET COO0M CIIOKHYIO CHCTEMY, COCTOSITYIO
13 OOJBIIOTO YKCIia KOMIIOHEHTOB Pa3IUYHOMN CTETIEHH aBTOHOMHOCTH, KOTOPBIE CBA3aHbI
MeXIy co00i 1 0OMEHUBAIOTCS TaHHBIMU. [IpakTHUecKu Kaxablii KOMIIOHEHT MOYKET
MOJABEPTHYTHCS BHEITHEMY BO3JICHCTBHUIO WM BBIUTH U3 CTPOsi. KOMITIOHEHTHI
ABTOMATHU3UPOBAHHON WH()OPMAITMOHHOM CUCTEMBI MOXKHO Pa30UTh Ha CJIEIYIONINE TPYIIIIHL:

AnmnaparHble cpecTBa. DTO KOMIBIOTEPHI M UX COCTaBHBIE YacTH (IIPOLECCOPBI, MOHUTOPHI,
TEPMHHAIbI, IepH(epHiiHbIE YCTPOICTBA — IPHUHTEPHI, KOHTPOJUIEPHI, KaOeJn, TMHUH CBSA3U U
T.J1.);

[Iporpammuoe obecrieueHne. ITo MPUOOPETEHHBIC TPOTPAMMBI, UCXO/IHbIEC, 00 BEKTHBIE,
3arpy304HbIe MOYJIU; OTIEPAI[HOHHBIE CUCTEMbI U CUCTEMHBIE TPOTPaMMBbI (KOMITUIISITOPHI,
KOMITOHOBIIUKHU U ]Ip.), YTUIATBI, ANATHOCTUYCCKUEC TPOTpaAMMBI U T.1.;

HaHHBIe, XpaHUMBIC BPEMCHHO 1 ITOCTOsIHHO, HA TUCKAX, (bnanmax, MEYaTHbIC, aPXHBBHI,
CUCTCMHBIC JKYPHAJIbI U T./.;

HCpCOHaJ'I. HOHBSOB&TCJ’II/I, CUCTCMHBIC AIMUHUCTPATOPLI, IPOTPaMMUCTLI U 1IP.

OmnacHble BO3ACHCTBUS Ha KOMITBIOTEPHYIO HH(POPMAITMOHHYIO CUCTEMY MOKHO IOIpa3ieInTh
Ha cllyyailHble U IpeIHaMEpEeHHbIe. AHAINU3 OIbITa IPOEKTUPOBAHMUS, U3TOTOBJICHUS U
HKCIUTyaTallMi HH(POPMAIIMOHHBIX CUCTEM IOKa3bIBAET, YTO MH(POpMAIIKS O BEPraeTcs
pa3IMYHBIM CITy4ailHbIM BO3JEHCTBUSAM Ha BCEX ATallax IMKIA XKU3HU cucTeMbl. [IpnunnaMu
CIIydaiiHBIX BO3/JIEMCTBUI MPH SKCILUTyaTallul MOTYT OBITh:

aBaprIHLIe CUTyalluu HU3-3a CTUXUHHBIX 6GILCTBI/II71 U OTKIIFOUYCHUI DJICKTPONIUTAHUS



OTKa3bl M cOOM anmaparypsl;

OIMOKHU B IPOrPaMMHOM OOECTICUCHUH;

omOKH B paboTe mepcoHana;

IIOMEXU B JINHUAX CBSI3U U3-3a BO3JIEHCTBUI BHEIIHEN CPE/B.

IIpennamepeHHbIe BO3IEUCTBUSA — 3TO LEICHAIIPABIICHHbBIE ACICTBUS HapylInuTelsa. B kauectse
HapYIIUTENS MOTYT BBICTYIIATh CIIY’KalIHi, TOCETUTENb, KOHKYPEHT, HACMHHUK. JlefcTBusA
HaApPYIIUTEIS MOTYT OBITh OOYCIIOBJICHBI Pa3HBIMH MOTHBAMMU:

HEZIOBOJILCTBOM CJIY’KaIllEro CBOEH Kapbepoil;

B3STKOMU;

JIF00OIBITCTBOM;

KOHKYPEHTHO# 60pBO0ii;

CTpEMJIEHUEM CaMOYTBEPAUTHCS JIF0OO0H IIEHOM.

MOHO COCTaBUTh TMIIOTETUYECKYIO MOJIEb TOTEHMAIILHOTO HAPYLLIUTEIS:

KBaTM(DUKAIMS HAPYLIUTEN HAa YPOBHE pa3paboTurKa JaHHOW CUCTEMBIL;

HapyIIUTEIEM MOXKET ObITh KaK IIOCTOPOHHEE JIUIIO, TAK U 3aKOHHBIN 0JIb30BaTENIb CUCTEMBI;
HapYIIUTENIO U3BeCTHA UHPOPMAIUS O MIPUHIIUIIAX PaOOThI CUCTEMBI;

HapylIUTEIh BRIOUpaeT Hanbosee ciadoe 3BEHO B 3alllUTe.

Haubonee pacnpocTpaHeHHBIM U MHOTOOOPa3HBIM BUAOM KOMIBIOTEPHBIX HAPYIICHUH SIBIISETCS
HECAHKIMOHUPOBAHHBIN TOCTYI. HECAaHKITMOHUPOBAHHBIN TIOCTYI HCIIOIB3YeT JIFOOYIO OIHUOKY
B CHCTEME 3alllUThl U BO3MOXKEH MIPH HEPaIlMOHATBHOM BBIOOPE CPEJICTB 3aLIUTHI, UX
HEKOPPEKTHOM YCTaHOBKE U HACTPOMKE.

HpOBGI[GM KJIaCCI/I(l)I/IKaIII/IIO KaHaJIOB HCCAHKIIMOHHUPOBAHHOI'O AOCTYIIA, IT0 KOTOPBIM MOXKHO
OCYHICCTBUTDL XUIICHUEC, U3BMCHCHUC UJIM YHUYTOXKCHUC PIH(bOpMaI_[I/II/IZ

UYepes yenoseka:

XUIIEHNEe HOCUTeNel nH(popMaInu;

YTeHHE NH(OPMALIMHU C SKpaHa WIN KJIaBUATYpHI;
YTeHne HH(HOPMAIIUU U3 PACTICYaTKH.

Yepes nporpammy:

MepexBar naposeu;

nemupoBKa 3ann(poBaHHON HHPOPMALINY;
KOTMIMPOBaHNE HH()OPMAIIH C HOCUTEJIS.
Yepes anmaparypy:

MOJIKJIIOUEHHUE CTIeUAIbHO Pa3padOTaHHBIX allapaTHBIX CPEJCTB, 00ECTIEYNBAIOIINX JOCTYII K
uH(pOopMaLnu;

nepexBaT MOOOYHBIX ANIEKTPOMATHUTHBIX M3IYYCHUN OT anmnaparypbl, JUHUHN CBsI3H, ceTel
AIIEKTPONMUTAHUS U T.JI.

Oco00 crexyeT OCTaHOBUTHCS Ha Yrpo3ax, KOTOPBIM MOTYT IOJIBEPraTbcs KOMIIbIOTEPHBIE CETH.
OcHoBHast 0COOEHHOCTD 000N KOMIBIOTEPHON CETH COCTOUT B TOM, UTO €€ KOMIIOHEHTBI
pacripeiesieHsl B ipocTpaHcTBe. CBSA3b MEXY y3JIaMU CETH OCYIIECTBIsIETCA (PU3NIECKH C
MTOMOIIBIO CETEBBIX JJUHUN U TPOTPAMMHO C IMOMOIIIBI0 MeXxaHu3Ma coobmenuid. [Ipu aTom
YIPaBISIONIUE COOOIICHUS U JaHHBIC, TIEPEChIaeMbIe MEXKIY y3JIaMU CETH, NIEPEIaloTCs B BUE
nakeToB oOMeHa. KoMIIBIOTEpHBIE CETH XapaKTePHBI TEM, YTO MIPOTHUB HUX MPEANPUHUMAIOT TaK
Ha3bIBa€MbI€ yJaJIEHHbIE aTaku. HapymmTens MOXKET HaXOAUTHCS 3a THICAYU KUIIOMETPOB OT
aTaKkyemoro o0ObeKTa, Py ATOM Hara/IeHHI0 MOKET MOJIBEPTaThCsl HE TOIbKO KOHKPETHBIN
KOMIIBIOTEP, HO U HH(OPMAILIKs, IEpeaIOIIasiCsl 0 CETeBBIM KaHalaM CBSI3U.



Obecneyenue MHPOPMAITMOHHOV 0e30IIACHOCTH

dopmupoBaHue pexxuma HHPOPMAIIMOHHOM 0€30MacHOCTH — MpobiieMa KoMIUIeKcHast. Mepbl 1o
€€ PELICHUIO MOXHO T0/IPa3/IeJIUTh Ha MSITh YPOBHEH:

1. 3akoHOAATENBHBIN . DTO 3aKOHBI, HOPMATHUBHBIE AKTHI, CTAHAAPTHI U T.II.
HopmaruBHOo-1IpaBoBas 6a3a omnpeaemsromas mopsiIoK 3airuThl THPOPMALIUH:

2. MopanbHO-3THYECKHA. BCeBO3MO)KHBIE HOPMBI TIOBEJICHUS, HECOOIOAEHNE KOTOPBIX BEJIET K
NaJICHUIO NIPECTHKAa KOHKPETHOIO YEJIOBEKA WIIM LIEJI0M OPraHU3aliH.

3. AnMUHHCTpaTUBHBIN. J[eiicTBuUS 00IIero xapakrepa, mpernpuHiMaeMble PYKOBOJICTBOM
opranmu3anuu. TakuMu JOKYMEHTaMH MOTYT OBITh:

NpUKa3 pyKOBOJIUTENS O HA3HAUYEHUH OTBETCTBEHHOTO 32 obecneueHne nHpOpMamOHHON
0€30I1aCHOCTH;

JOJDKHOCTHBIE 00513aHHOCTH OTBETCTBEHHOTO 32 obecneueHne nH(POPMAIIMOHHON 0€3011acHOCTH;
HepeveHb 3allUuIIaeMbIX HTHPOPMALMOHHBIX PECYpPCOB U 0a3 1aHHbBIX;

MHCTPYKIIHUIO, OMPEIEIISIONTYI0 TIOPSIOK MPEAOCTaBICHHS HH(OPMAIIMHA CTOPOHHUM
OpraHM3alMsaM 110 UX 3alIpocaM, a TAKXKE 110 paBaM J0CTyIa K Hell COTPYJHUKOB OpraHU3aliH.
4. ®usnueckuil. MexaHu4eckue, AJIEKTPO- U AIEKTPOHHO-MEXaHUYECKUE MPENSATCTBUS Ha
BO3MOJKHBIX ITyTSX IPOHUKHOBEHUS NIOTEHIMAJIBHBIX HAPYLIUTEICH.

5. AnmapatHO-TIpOTrpaMMHBIN (JIEKTPOHHBIE YCTPONCTBA M CHIEIUANIBHBIC TPOTPAMMBI 3aIUTHI
uH(popMaLun).

[TpunsTHIE MEPHI 110 CO3/IaHUI0 O€30MacCHON HHPOPMALIMOHHOM CUCTEMBI B IIKOJIE:

OOGecneyena 3anuTa KOMIBIOTEPOB OT BHEITHUX HECAHKIIMOHUPOBAHHBIX BO3/ICHCTBHI
(KOMITbIOTEPHBIE BUPYCHI, IOTHYeCKue OOMOBI, aTaKi XaKepoB U T. 1I.)

VYcraHoBIIEH CTPOTUI KOHTPOJIb 32 AJICKTPOHHOU MOYTON, 00ecreueH MOCTOSTHHBIA KOHTPOJIb 3a
BXOJSILIEH U UCXOIALIEH KOPPECTIOHICHIIUEH.

YcTaHOBIEHBI COOTBETCTBYIOIIME MAPOIH Ha nepcoHanbHbie [TK.

Hcnonb30BaHbl KOHTEHT-(QUIBTPBL, A1 GUIBTPALIUN CAUTOB IO UX COAECPKHUMOMY.

Ennnast COBOKYIMTHOCTH BCEX 3TUX MEP, HANPABIEHHBIX HA MMPOTUBOJICHCTBHUE YIPO3aM
0e30MacHOCTH C IeIbI0 CBEICHUSI K MUHUMYMY BO3MOXKHOCTH yIiepoa, 00pa3yroT cucTeMy
3aIUTHI.

CrienuanucThbl, UMEIOIINE OTHOIIEHUE K CUCTEME 3allUThI JIOJIKHBI TIOJTHOCTHIO MPEICTABIATh
ce0Oe MPUHIHITEL e¢ (PYHKIIMOHUPOBAHUS U B CIy4ae BOZHUKHOBEHHUS 3aTPYAHUTEIBHBIX
CUTYaIMii aJIeKBaTHO Ha HUX pearnupoBarth. [10/1 3aIUTO# JOKHA HAXOUTHCS BCS CUCTEMa
00paboTKK HHPOPMALIUH.

.HI/II_Ia, 3aHUMArOIreCs obecrneuecHrEM I/IH(I)OpMaHHOHHOﬁ 6630HaCHOCTI/I, JOJDKHBI HCCTHU
JIMYHYIO OTBCTCTBCHHOCTD.

HanexxHast cuctema 3amuThl JOJKHA OBITh TTOJIHOCTBIO MPOTECTUPOBAHA U COTJIACOBaHA. 3allnTa
cTa”HoBUTCs Oonee 3 PexkTUBHOM U THOKOH, €ClTi OHA JI0MyCKaeT U3MEHEHHE CBOMX MapaMeTpoOB
CO CTOPOHBI Q/IMHHHCTPATOPA.



B 3akioueHne HeKOTOpble peKOMEHJAIMK IO OpraHu3aK paboThl B HHPOPMALIMOHHOM
MIPOCTPAHCTBE, YTOOKI yOepeub ce0s1 1 CBOMX OJM3KUX OT HHTEPHET-TIPECTYITHUKOB.

Pexomenganuu o opranuzannu padorbl B HHGOPMANMOHHOM NMPOCTPAHCTBE

1. ITepen Hagaom paboTHl HEOOXOAUMO YETKO ChOpMYITHPOBATH IIeIh U BOIIPOC MOUCKA
uHpOpMaLIUH.

2. XenatenbHO BBIpaOOTATh ONTHUMAJIBHBIN aJTOPUTM MOMCKa HHPOpManuu B ceTd MHTepHeT,
YTO 3HAYUTEIIBHO COKPATUT BPEMS U CUJIBI, 3aTPAaYC€HHbIC Ha IIOUCK.

3. 3apaHee yCTaHOBUTH BPEMEHHBIN JTUMUT (2-3 yaca) paboThl B HHPOPMAIIHOHHOM
pOCTpaHCTBE (POCMOTp TeJenepeaauu, urenue, IaTepHer).

4. Bo Bpems paboThl HEOOXOIUMO JIeIaTh nepepbiB Ha 5-10 MUHYT 111 CHATHSA (PU3UIECKOTO
HAIpPsDKEHUS ¥ 3pUTEIBHON HAarpy3KH.

5. HeoOxoaumo 3Hath 3-4 yrpaskHEeHUs Ui CHATHUS 3pUTENIbHOTO HAMPSHKEHUS U (PU3HUeCcKOon
YCTaJIOCTH.

6. PaGoTaTh B XOPOIIIO IPOBETPEHHOM IIOMEIICHUH, TIPH ONITHMAJILHOM OCBEIICHUU U B YIO0OHOM
nose.

7. He cTOUT JIETKOMBICIIEHHO 00palaTbes co CraM-MUCbMaMU M 3aX0JIUTh Ha HEOE30MacHbIe
BeO-caiiThl. [y MHTEPHET-TIPECTYITHUKOB BBl CTAHOBUTECH JIETKOM TOOBIYCH.

8. HpI/I peructpanvu B COOUAJIBbHBIX CCTAX, HC YKaSLIBaf/'ITe CBOM ICPCOHAJILHBIC TaHHBIC,
HalpuMmep: aapecC Ui ACHb POXKACHU.

9. He I/ICHOJ'IL3y1\/’ITe B JIOTUHC UJIA MTapOoJIC NIEPCOHAJIBHBIC TaHHBIC.

10. Bce 3T0 MO3BOJISIET UHTEPHET-MIPECTYIHUKAM MOJIYYUTh JaHHBIE JOCTYIA K aKKayHTaM
AJIEKTPOHHOM TOYTHI, a Takxke nHuiuponaTs goMamnue [1K mis BxaroueHus ux B 60T-ceTh WU
JUTSI TIOXUIIEHUS] 0aHKOBCKHX JAHHBIX POJIUTENCH.

11. Coznaiite coOOCTBEHHBIN POQHIB HA KOMIBIOTEPE, YTOOBI 00€30macuTh HHPOPMALHIO,
XPaHSIIYIOCS Ha HEM.

12. He 3a0pIBaiiTe, 9TO (PaKkThl, 0 KOTOPHIX BBl y3HaeTe B IHTepHETE, HY)KHO OYE€HBb XOPOIIIO
IPOBEPUTH, €CIIN BBIOY/IETE UCIOIB30BATh X B CBOEH qoMariHel paboTte. LlenecoobpasHo
CPaBHMUTH TPH UCTOUHHKA HH(DOPMALINU, IPEXKIE YEM PEIINTh, KAKUM UCTOYHUKAM MOKHO
JIOBEPSTH.

13. O nocroBepHOCTH MH(POPMAIIUH, TOMEIICHHONW Ha caiiTe MOKHO CYIUTh [0 CAMOMY CaHTy,
y3HaB 00 aBTOpax caiiTa.

14. Pa3memntast uadopmariuio o cede, CBOMX OJM3KUX M 3HAKOMBIX Ha CTPAHUIIAX COIMAITbHBIX
CeTei, CIPOCUTE MpeABAPUTEIHHO pa3pelIeHe y TeX, 0 KoM OyzaeT 3Ta nuHdopmaius.

15. He cnenyer pa3meniaTh Ha CTpaHuLiaX BeO-caliToB cBou (oTtorpaduu u Gpororpaduu cBOUX
OJTM3KHUX W 3HAKOMBIX, 32 KOTOPHIE BaM IIOTOM MOXET OBITh CTBITHO.



16. CobmroaiiTe mpaBuia 3TUKK pu o01ieHun B IHTepHeTe: rpy0OoCTh MPOBOIUPYET APYTHX HA
TaKoE K€ IMOBEJICHNUE.

17. Vicnionib3ysi B CBOEH paboTe MaTepuall, B3sAThIM U3 HHGOPMAIITMOHHOTO UCTOYHHKA (KHUTA,
nepuoaNYecKas rnevyarb, IHTEpHET), CIeayeT yKa3aTh 3TOT UCTOUYHUK WH(OPMAIIUU WK CACIATh

Ha HCT'O CChbLIKY, €CJIM MaTepuall ObUT BaMU nepepa60TaH.

PEKOMEHAYEM

«bezonacHocTs B IHTEpHETE» — KypC OT AKagemuu SHaexca

Kypc i mkonbHUKOB 6—9 Ki1accoB, HO OH OYJIET MOJIE3€H U POJUTEINSAM, a TAK)KE YUUTEISIM,
IUTAHUPYIOILMM PacCKa3blBaTh B ILKOJIE O OE30IIaCHOM HMCII0JIb30BaHUM UHTEPHETA, HAIIPUMED,
BO BpeMs Becepoccuiickoro ypoka mo 0e30macHOCTH B HHTEPHETE, WM MPOBOUTH YPOKH
¢uHaHCOBOM rpaMOTHOCTU. B Kypce Tpu pasznena. Kaxaplil pa3ies1 COCTOUT U3 KOHCIEKTa JUis
CaMOCTOSITENIbHOTO U3yU€HUs1, BUAECO-YPOKa U TE€CTA, [IOMOTAIOLIETO JIyUllle YCBOUTh U3yUYEHHBIN
matepuai. Mbl HajieeMcsl, YTO KypC MOMOXKET IOHBIM I0JIb30BATENISIM HHTEPHETA HE MOMACThCS
Ha YJIOYKY MOLICHHUKOB.

Jlura 6e3omacHoro MaTepHeTa: ypoku 6e3onacHoro MuTepHeTa. 31ech Bbl HalaETe
pa3HooOpa3Hbie MaTepuaibl K ypokam Oe3omnacHoro MHTepHeTa.

Ha caiite «IlenTp 6e3omacHoro narepHera B Poccun» mosesnast uHGopManus s JeTeH,
IIOAPOCTKOB U B3POCIIBIX.

Nurepuer-momennnuectBo. [lamsarka MB/ aiist rpaxkaaH.

Jlunus nomomm «Jletn oHnaitn» — OecruiaTHas BCepOCCUicKas ciryk0a Tee(OHHOTOo U OHJIalH
KOHCYJBTUPOBAHUS IS IETEeH U B3POCIBIX MO MpobiieMaM 0€30MMacHOT0 HCTIONb30BaAHUS
MHTEpHETa U MOOMJIbHOM CBSI3U.

I'opstuas JInaus @onpa pyxecTBeHHbIN PyHeT

®denepasibHas MporpaMMa 0€e30MacHOro IETCKOro HHTepHeTa [ oryns

Nurtepuet u netu. CoBeTsl 1o O6e30macHOCTH OT Jlaboparopun Kacrepckoro

[IpaBuna 6e3omacHoO pabOTH B MHTEPHETE OT KoMITaHuu Microsoft

Ponnku o 6e3o0macHoMy UCTOIb30BaHUIO HHTEpHETa OT Komnanuu Google

Mertoanueckoe pyKoBOACTBO "JleCTpyKTUBHOE BO3/IEUCTBHE HA IMYHOCTH B ceTH "MuTepHer"

[TamsiTka o rudbepOe30MacHOCTH sl HECOBEPIIEHHOIETHUX

Poinn u Mmecto 3alllUTHEI ITpaB C}’6’I)GKTOB NEPCOHATIBHBIX TAHHBIX B oOecrieueHnun
kubepOe3onacHoCTH



