o1

1.

2.

IamsaTKa 00vVUaOmMMcs 00 HHGOPMALMOHHOK 0€30MACHOCTH

C KaXXJIbIM I'OJIOM MOJIOACKHU B UHTCPHCTC CTAHOBUTLCA 6OJ'IBLHC, da IIKOJIbHUKHW OAHH H3
caMbIX aKTHBHBIX I[OJb30BaTeneld Pynera. Mexay TeMm, MOMHMO OIpOMHOTO KOJMYECTBA
BO3MOXKHOCTEH, MHTEPHET HECeT U MpoOJIeMbl. JTa MaMsATKa JOJDKHA MOMOYb Tebe Ge30macHo
HAaXOJUTHCS B CETH.

KomnbroTepHbie BUPYCHI
KomnploTepHbslii BUpYC - 3TO Pa3HOBUJHOCTb KOMIIBIOTEPHBIX IPOTrpaMM, OTIMYUTEIbHON
OCOOCHHOCTBIO KOTOPOil SIBJISIETCS CIIOCOOHOCTh K Pa3MHOXKEHHIO. B JomMoiHeHune K 3ToMmy,
BUPYCHl MOTYT TMOBPEAMTh WJIM TIIOJHOCTBIO YHUYTOXUTH Bce (ailibl W JaHHBIE,
MOJIKOHTPOJIbHBIE MTOJIB30BATENI0, OT HMEHH KOTOPOro Obliia 3allyllleHa 3apaxeHHasi mporpaMmma,
a TaKXKe MOBPEIUTh WIM JIa)K€ YHHUUTOXKUTH OINEPALMOHHYIO CHUCTEMY CO BceMHu (paiimamu B
1esnoM. B OonbIIMHCTBE cllydaeB pacnpoCcTPaHsIIOTCs BUPYChI Yepe3 HHTEPHET.
MeTo/1b1 3a1IUTHI OT BPEJOHOCHBIX IIPOTPaMM:
Hcnonb3yil cOBpeMEHHBIE ONEpPALMOHHBIE CUCTEMbI, UMEIOLIUE CEPbE3HBIN YPOBEHb 3allUThI
OT BPEIOHOCHBIX ITPOTPAMM;
[locrosiuno  ycTanaBnuBaid mautu (IUGpPOBbIE 3alaTKU, KOTOPbIE AaBTOMAaTUYECKU
YCTAaHABJIMBAIOTCS C MENbI0 JIOPAOOTKM TPOTpaMMbl) © Jpyrue OOHOBIICHHUS CBOECH
orepaionHoil cucrembl. CkauuBail UX TOJBKO C ouumamsHOro caiita paszpabotunka OC.
Ecnu cymecTByeT pexkuM aBTOMaTHYECKOTO OOHOBIICHHSI, BKITIOYH €T0;
PaGoraii Ha cBOEM KOMIBIOTEpE MO MpaBaMU IOJIb30BATENS, @ HE aJMUHUCTPATOpa. DTO HE
MO3BOJIUT OOJBIIMHCTBY BPEAOHOCHBIX MPOTPAMM HHCTALUTUPOBATHCS HA TBOEM ITEPCOHATTLHOM
KOMIIBIOTEPE;
Wcnonp3yll aHTUBUpPYCHBIE IPOTPAMMHBIE IPOJYKThl HU3BECTHBIX MPOU3BOAMUTENEH, C
aBTOMATUYECKUM OOHOBJICHHEM 0a3;
Orpannyb GpU3HUECKUI TOCTYI K KOMITBIOTEPY JIJIsl IOCTOPOHHUX JIUIL;
Hcnonp3ylt BHeUIHWE HOCUTENH HHQPOpMAIMHM, Takue Kak duiemka, JUCK uiau ¢dain u3
MHTEPHETA, TOJIBKO U3 MIPOBEPEHHBIX UCTOYHHUKOB;
He otkpeiBail kommbroTepHbIe (Daiinbl, MOTydYeHHBIE W3 HEHAIESKHBIX MCTOYHUKOB. Jlaxke Te
(aiibl, KOTOpbIE MpUCIal TBOW 3HAKOMBIN. JIyuIie yTouHH y HETO, OTIPABIISI JIU OH TeOe UX.

Cern WI-FI
Wi-Fi - 510 He Buj nepenaun AaHHBIX, HE TEXHOJIOTHs, & BCEro JIMIb OpeH, Mapka. Eme B 1991
rofy HuJepiaHjickas KkommnaHus 3apeructpupoBana Openn "WECA", uyto 0003Hauyaio
cioBocouetanue "Wireless Fidelity", koTopsblil mepeBoanuTcs Kak "GecrpoBOAHas TOUHOCTD'.
Jlo Hamiero BpeMeHH Jomnuia apyras abOpeBuarypa, KOTopasl SBISETCS TaKOW K€ TEXHOJIOTHEH.
Orto abbpeBuarypa "Wi-Fi". Takoe Ha3BaHue ObUIO JaHO C HAMEKOM Ha CTaHAApPT BBICIICH
3BykoBo# TexHuku Hi-Fi, uto B mepeBosie o3Havaer "BbICOKasi TOUHOCTH'.
Ha, OecnnaTHbI HMHTEpPHET-IOCTYN B Kade, OTeIsIX M adpomoprax sBISETCS OTIMYHOU
BO3MOXXHOCTBIO BBIXOJIa B MHTepHET. HO MHOTHE 3KCTIepPTHI CYUTAIOT, YTO o0mienocTymnHeie Wi-
Fi cetu He aBnsit0TCS 0€30MACHBIMHU.
CoBeTbl 110 0€30MacHOCTH pabOThI B 00IIEIOCTYITHBIX ceTsix Wi-fi:
He mepenaBaii cBoro nuuHyro uHpopMaiuio depes obmenoctynusie Wi-Fi cetn. Paboras B
HUX, J)KeJTaTeIbHO He BBOJIUTH MAPOJIN JOCTYIIA, JIOTHUHBI U KaKUe-TO HOMEpa;
Hcnonb3yit u OOHOBIANM aHTUBUPYCHBIE NporpamMmbl M OpaHamayep. Tem cambIM Tl
obe3omacuIb ce0st OT 3aKauKu BUPYyca Ha TBOE YCTPONCTBO;
ITpu ucnons3oBanun Wi-Fi otkmoun ¢ynkuuio "OOmmit goctyn k daiinam u npuHTepam'.
JlarHast QYHKIHS 3aKpBITa IO YMOJTYaHHUIO, OJTHAKO HEKOTOPHIE MOJB30BATEIN aKTHBUPYIOT €€
U1l y10OCTBA UCTIOIB30BaHUS B paboTe nin yuede;
He ucnone3yii myonmmansii WI-FI st mepenaun TMYHBIX TaHHBIX, HAIPUMED IS BBIXOJA B
COLIMAJIbHBIE CETU WJIM B 3JIEKTPOHHYIO MOUTY;



5. HUcnonw3yii Toapko 3amumenHoe coenunenue yepe3 HTTPS, a ue HTTP, T.e. npu HaGope BeO-
aapeca BBoau uMeHHo "https://";

6. B moOmibHOM Tenedone otkmoun ¢ynkuuto "lloakmouenne k Wi-Fi aBromarndecku". He
JI0IyCKaid aBTOMaTHYECKOr0 MOJKI0UYEHUs yCTpoiicTBa Kk ceTsiM Wi-Fi 0e3 TBoero coryacus.

CoumnajbHble ceTH

ConuanbHble CETH aKTHBHO BXOMST B HAIly XU3Hb, MHOTHE JIFOJU Pa0OTAIOT M KHUBYT TaM
MOCTOSIHHO. MHOTHE TOJb30BaTeIM HE MOHUMAIOT, YTO HWH(OpManus, pa3MelieHHas MU B
COLIMANILHBIX CETSAX, MOXKET OBITh HaliJlecHa M WCIOJb30BaHA KEM YTOJAHO, B TOM YHCIE HE
00513aTeIIbHO ¢ OJITaTUMU HAMEPEHUSIMH.

OCHOBHBIE COBETHI 110 0€30MACHOCTH B COIMAIIBHBIX CETSIX:

1. Orpanunub crucok apy3eil. Y Te0st B Apy3bsX HE JODKHO OBITh CIYyYaillHBIX U HE3HAKOMBIX
JTIOJICH;

2. 3ammimai CBOI YACTHYIO JKM3Hb. He ykaspiBail maponwu, TeiedoHbl, aapeca, AaTy TBOETO
POXICHUS U APYTYIO JUYHYI0 WH(GOpMAINNO. 3IOYMBINIUICHHHKH MOTYT HCIIOJIB30BATh JaKe
MH(POPMAIIHIO O TOM, KaK Thl U TBOM POJUTEIH IIAHUPYETE IPOBECTU KAHUKYJIBL;

3. 3ammimai CBOIO pemyTanuio - JCpXKH € B YHCTOTEe W 3agaBail ceOe BOMPOC: XOTeN ObI THI,
9TOOBI JIPyrue IMOJIb30BaTeNId BHJIEIHU, YTO ThI 3arpyxaemib? [lomymaii, mpexae 4eM uTo-TO
OITyOJIMKOBATh, HAIMCATH U 3aTPy3UTh;

4. Ecnu Tl TOBOPHINL C JIOJbMH, KOTOPBIX HE 3HACIIb, HE HCIIOJB3YH CBOE peaibHOC UMs U
JPYTYIO JTHYHYIO HHPOPMAITUH: UMsI, MECTO KUTEIIbCTBA, MECTO y4eObI U MpoUee;

5. H3zberait pasmemenust ¢ortorpaduii B MHTEpHETE, Iie Thl M300paKEH HA MECTHOCTH, IIO
KOTOPOU MOXHO OIPEICITUTH TBOS MECTOIOJIOKECHHUE;

6. [lpu peructpanu B COLMAIBHOM CETH HEOOXOAMMO HCIIOJIb30BaTh CIIOKHBIC MApPOJIH,
cocrosime u3 OyKB U IUPP U ¢ KOJTUISCTBOM 3HAKOB HE MEHEE §;

7. Jyis COUMaJIbHOW CETH, TOYTHI M JPYTUX CAHTOB HEOOXOIUMO HMCIIOJIb30BaTh Pa3HbIC MapOJIH.
Torma eciu Te0s1 B3JIOMAIOT, TO 3JI0YMBIIUICHHUKH ITOJIYYaT JOCTYIT TOJIBKO K OJJHOMY MECTY, a
HE BO Bce Cpasy.

DJIeKTPOHHBIE IeHbI'H

ONEeKTPOHHbIE JEHbI'M - 3TO OYeHb YAOOHBIH CHocoO miaTeked, OJHAKO CYIIECTBYIOT
MOILIEHHUKH, KOTOPBIE XOTAT MOJIYYUTh 3TU JACHBIU.

ONEKTPOHHBbIE JEHbIM MOSIBWJINCH COBCEM HEJaBHO M HMMEHHO H3-3a 3TOTO0 BO MHOTHMX
rocyapcTBax 0 CUX IOP HE IMIPOIUCAHO PO HUX B 3aKOHAX.

B Poccun e oHM (QYHKIMOHUPYIOT U O HUX YK€ MPOMHCAHO B 3aKOHE, TJI€ UX Pa3JeisaioT Ha
HECKOJIBKO BHUJIOB - aHOHMMHBIE U HE aHOHHMMHBIE. Pa3HNIIa B TOM, YTO aHOHUMHBIE - 3TO T€, B
KOTOpBIX paspeliaercss MPOBOAUTH oOmepanuu 0e3 HIeHTU(PUKALUU I0Jb30BaTeNd, a B
HEaHOHMMHBIX MJIEHTU(UKALNS T0Ib30BATEINS ABISETCS 0053aTEIbHOM.

Taxxe cienyer pa3nuyarh 3JEKTPOHHbIE (PUATHBIE AEHbIU (PaBHBI TOCY/IaPCTBEHHBIM BaJIOTaM)
U 3JICKTPOHHbIE He(UaTHbIE ACHBI'H (HE paBHBI TOCY1aPCTBEHHBIM BAIIOTAM).

OcHOBHBIE COBETHI 110 6€30MaCHOI paboTe C IEKTPOHHBIMH I€HbIAMU:

1. TlpuBsku K cueTy MOOWIBHBIM TenegoH. DTO camblii yHOOHBIM M OBICTPBI CcHOCOO
BOCCTAaHOBUTH JOCTYN K cuery. [IpuBsi3aHHbBIN TernepoH MOMOXKET, ecinu 3alynenib CBON
IJIATEKHBINM apOJIb WK 3alEIIb HA CAlT C HE3HAKOMOTO YCTPOMCTBA;

2. Wcmonp3yii ogHOpa3oBkie mapoi. [locie nepexo/a Ha YCUIICHHYIO aBTOPH3AIUI0 TeOe yxkKe He
Oy/ieT yrpokaTh OMAacCHOCTb Kpa)ku MJIM IepexBaTa IIaTeXHOTo MapoJs;

3. Bribepu cnoxublii maposb. [IpecTtymHukam OyIeT HE MPOCTO YraaaTh CIOXHBIH Tapoilb.
HanexHble maposu - 3TO Mapoju, KOTOPhIE CO/IepKaT HEe MEHee 8 3HAKOB M BKIIOYAIOT B ce0s
CTPOYHBbIE U IMPOIMHUCHBIE OYKBBI, HU(PHI U HECKOJIHKO CHMBOJIOB, TaKHE KaK 3HAK J0JIjIapa,
(byHTa, BOCKIMIATENbHBIN 3HaK U T.1. Hanpumep, $tROng!;;

4. He BBOJM CBOM JMYHBIE TaHHBIE HA CaliTax, KOTOPHIM HE OBEPSECIIb.
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DJIEKTPOHHAs TOYTA
OJIEKTpOHHAsl IOYTa - 3TO TEXHOJIOTUS M MPEJOCTABISIEMBIE €0 YCIYI'M IO NEPECBUIKE U
MOJYYCHUIO AJIEKTPOHHBIX COOOILICHHN, KOTOpPBIE PACHPEACISIOTCS B KOMIBIOTEPHOW CETH.
OO6b1yHO 3JEKTPOHHBIN MOYTOBBIN SIILUAK BBITJISIAT CJIeIYIOLIUM o0Opa3zom:
UMS_TIONIb30BATEISI(@UMsL_JOMEeHa. Takke KpoMme IMepeJadyd IpOCTOro TEeKCTa, HMEeTcs
BO3MOXKHOCTh MepeaaBaTh (paisbl.
OcHOBHBIE COBETHI 110 06€30IMacHOM paboTe C AIMEKTPOHHOM MTOYTOM:
Hamo BbIOpaTh mNpaBWIIBHBIA IOYTOBBIM CEpBHC. B HWHTEpHETE €CTh OrPOMHBIN BBIOOP
OeCIUTaTHBIX TIOYTOBBIX CEPBHCOB, OJHAKO JY4IIIE JTOBEPATH TEM, KOT'O 3HACIIb U KTO MEPBBIA B
pEUTHHTE;
He ykaspBaii B nuuyHOW moure iuyHylo wuHHQOpManuio. Hampumep, mydine BbIOparh
"My3bIKaJIbHBIN (haHaT@" niam "pok2013" BmecTo "Temal3";
Hcnonp3yil ABYXAITalHYI0 aBTOPU3ALUI0. JTO KOIJA MOMMMO IApojs HYKHO BBOJWUTH KOJ,
NpuUchblIaeMblid 1o SMS;
Bribepu cioxHbBINM maposib. st KaxkI0T0 MOYTOBOTO SIIIMKA JOHKEH OBITh CBOM Ha/IC)KHBIM,
YCTOWYMBBIN K B3JIOMY IapOJIb;
Ecnu ectb BO3MOXHOCTH HamucaTb CamMOMy CBOM JIMYHBIM BONPOC, HCHOJB3YH 3Ty
BO3MOKHOCTB;
Hcnone3yil HECKOJIBKO IOYTOBBIX AIIMKOB. [IepBBIi U1l 4aCTHOM MEpPENUCKU ¢ aApecaTaMy,
KOTOPBIM ThI JJOBEpSICIIb. JTO JIEKTPOHHBIN aJpec HE HaJl0 UCIO0JIb30BaTh MPU PErUCTpPALUU
Ha popyMax U cairtax;
He otkpsiBaii Qaiinbl 1 Apyrue BIOXKEHHUS B MHCbMaxX, JaKE€ €CIU OHHM MPUILIA OT TBOHMX
npyseit. Jlydie yTouyHu y HUX, OTIIPABIISLIIN JIM OHU TeOe 3TU (paitiibr;
[Tocne oxonuanusi pabOTHl HA MOYTOBOM CEPBHUCE Mepei 3aKPhITUEM BKIIAJKU C CAaUTOM He
3a0yb HaXaTh Ha "Beritu".

Ku6epOy/uiuHT WK BUPTYaJibHOE H3/1€BaTeJIbCTBO
KubepOymauHr - npecieqoBaHUE COOOIIEHUSIMH, COAEPXKAIIMMU OCKOPOJIEHUS, arpeccuio,
3alyruBaHue; XyJIUTraHCTBO; COLMAIbHOE OOMKOTHPOBAHHE C MOMOUIbIO Pa3IMYHbIX MHTEPHET-
CEPBUCOB.
OcHoBHbIE COBETHI 110 O0pBOE ¢ KNOEPOYTMHIOM:
He Opocaiics B 60it. JIyumuii cnoco0: MOCOBETOBaThCS Kak ce0si BECTHU M, €CIU HET TOro, K
KOMY MOXHO OOpaTuTbci, TO BHayajle YCIOKOUThCcs. Eciau Tkl HayHellb OTBEYaTh
OCKOpPOJIEHUSIMU Ha OCKOPOJIEHUS, TO TOJIBKO elle 00Iblle pa30kkKellb KOH(IUKT;
VYnpasinsii cBoeil kubeppenyTanuei;
AHOHUMHOCTB B ceTd MHUMasl. CyIlecTBYIOT COCOOBI BBISICHUTH, KTO CTOMT 33 aHOHHMHBIM
AKKayHTOM;
He crout Bectn xynuraHckuili oOpa3 BUpPTyanbHOM ku3HU. VIHTEpHET (QUKCHpYyeT BCE TBOU
NENCTBUS U COXpaHSET UX. Y JAIUTh UX OyJIeT KpaiHe 3aTpyJHUTENbHO;
Co0:roaii CBOIO BUPTYaJIbHYIO YECTh CMOJIOJNY;
Urnopupyit eauHuuHbiii HeratuB. OJHOPA30BbIE OCKOPOUTENBHBIE COOOIICHUS JIydlle
UrHoprpoBaTh. OOBIYHO arpeccHst MPeKpaIlaeTcs: Ha HauYaJIbHOM CTaauu;
ban arpeccopa. B mporpamMmmax oOMeHa MTHOBEHHBIMH COOOIIEHUSIMH, B COIIMAIBHBIX CETIX
€CTh BO3MOXHOCTH OJIOKHUPOBKH OTIIPABKH COOOILICHU C ONPEIeICHHBIX a/IPECOB;
Ecnu 11 cBuzmerens kubepOysuinHra. TBou JeMcTBUS: BBICTYNHUTH MPOTHUB MpecieoBaTess,
II0OKa3aTh €My, YTO €ro JEHCTBUS OLICHMBAKOTCS HEraTUBHO, MOAJEPKaTh KEPTBY, KOTOPOU
HY’KHa TICUXO0JIOTUYECKasi TTOMOIIlb, COOOIIUTH B3POCIBIM O (paKTe arpeCCUBHOIO MOBEIECHUS B
CETH.

MoOunbHbIH TesiedoH

CoBpemeHHble cMapTHOHBI U IJIAHIIETHI COIEpKaT B ce0e BIOJHE B3POCHbIA (PYHKIMOHAN, U
TENepb OHM MOTYT KOHKYPHpPOBaThb CO CTAallMOHAPHBIMM KoMIbloTepamu. OnHaKo, CpeacTB
3alUThI 711 IOJOOHBIX YCTPOWCTB IOKa OYEHb Majio. TecTHpOBaHUE M IMOUCK YSI3BUMOCTEH B
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HUX TPOUCXOTUT HE TaK WHTEHCUBHO, Kak s [IK, To ke camoe kacaercs U MOOWIBHBIX
MIPUITOKEHU .
CoBpemMeHHbBIE MOOHITEHBIC Opay3ephl y)Ke MPAKTUYSCKU JOTHAIM HACTOJIBHBIC aHAIOTH, OJTHAKO
pacumpenue (QpyHKIMOHAA BIeYeT 3a 000N OOJBIIYIO CI0KHOCTh U MEHBIIYIO 3aIUIIEHHOCTD.
Jlaleko HE BCe MNPOU3BOAMUTEIN BBIMTYCKAIOT OOHOBJICHHS, 3aKPBIBAIOIINE KPUTHUECKUE
YSI3BUMOCTH JIJIsl CBOUX YCTPOMCTB.
OcHoBHBIE COBETHI JiIs1 0€301acHOCTH MOOUITBHOTO TenedoHa:
Huyero He sBisiercsa mno-HacrosimeMmy OecriaTHbIM. byab ocToposkeH, Beib Korjma Tebe
npeaaramT OecIUIaTHBIA KOHTEHT, B HEM MOTYT OBITh CKPBITHI KAKUE-TO TUIATHBIC YCIIYTH;
Jymaii, npexae yeM otnpaBuTh SMS, ¢hoTo nin Buaeo. Thl TOUHO 3HACHIb, T/Ie OHH OYyAyT B
KOHEYHOM utore?
Heo0xo1uMo 0OHOBIISATE ONEPAIMOHHYIO CUCTEMY TBOEro cMapTdoHa;
Hcnonb3yit aHTHBUPYCHBIE TIPOTPAMMBI 111 MOOMITBHBIX Telle()OHOB;
He 3arpyxaili mpuiokeHHs OT HEHU3BECTHOIO HUCTOYHHMKA, BEAb OHU MOTYT COJEpP’KaTh
BPEJIOHOCHOE MPOTpaMMHOE 00eCTieUeHUE;
[Tocne Toro xak Thl BIiIENIb C caiiTa, i€ BBOAWI JIMYHYIO HHPOPMAIIUIO, 32l B HACTPONKHU
Opay3epa u ynamu cookies;
[lepuoanuecku npoBepsii, KaKUe IIATHBIE YCIYTH aKTUBHPOBAHbI HA TBOEM HOMEPE;
JlaBail cBoif HOMep MOOMJIBHOrO TeliehoHA TONBKO JIIOJSAM, KOTOPBIX Thl 3HACllb U KOMY
JIOBEpsieIlIb;
Bluetooth momkeH ObITH BBIKIIOYCH, KOTJa Thl MM HE TOJb3yembes. He 3a0biBaii mHOTIA
MIPOBEPSITH 3TO.

Online urpsi
CoBpeMeHHbIE OHJIAH-UIPBI - ITO KPACOUYHbIE, 3aXBaThIBAIOIINE PA3BJICUEHUs, O0bEINHSAIONINE
COTHH ThICAY YEJIOBEK MO BceMy MUpy. Mrpoku uccienyroT 1aHHbIH UM MUp, OOLIAIOTCS APYT €
JIPYTOM, BBIMOJHSIOT 3aJaHuUsl, CPAXKAKOTCS ¢ MOHCTPAMHU U IOJIy4aloT OMBIT. 3a yJIOBOJLCTBUE
OHH IUIATAT: MOKYMAIOT IUCK, OIUIAYMBAIOT ADOHEMEHT MJIU NTPHOOPETAI0T KaKUe-TO OILIUH.
Bce atu cpenctBa uayt Ha mojajep:KaHUE M PAa3BUTHE UIPHI, a TaKKe HAa caMy 0€30IacHOCTH:
COBEpILEHCTBYIOTCSI CUCTEMbl aBTOPHU3AIMH, BBITYCKAIOTCS HOBbIE MaTuu (IM(POBBIE 3aIUIaTKU
JUISI IPOTPAMM), 3aKPBIBAIOTCS Y3BUMOCTH CEPBEPOB.
B momoOHBIX Urpax CTOMT oracaTbcs HE CTOJIBKO CBOMX CONEPHHMKOB, CKOJBKO KPa)XXH TBOETO
naposis, Ha KOTOPOM OCHOBaHa CUCTEMa aBTOPU3alMK OOJIBIIMHCTBA UTP.
OCHOBHBIE COBETHI IO OE€30MACHOCTH TBOETO UTPOBOTO aKKayHTa:
Ecnu npyroii urpok Benet ceds IUIOXO WM CO3/aeT TeOe HEeNMpPHUSITHOCTH, 3a0JIOKUPYH €ro B
CIMCKE UTPOKOB;
[loxxanmylicds agMUHUCTpaToOpaM HIPbl Ha IUIOXO€ MOBEJAEHHWE O3TOr0 HrpoKa, >KEIaTeIbHO
MPUIIOKHUTH KaKHe-TO JI0Ka3aTeNbCTBA B BUJIE CKPHUHOB;
He ykaspiBail muunyto uH(popMalnio B mpodaiine urpsl;
VYBaxxail Ipyrux y4acTHUKOB I10 UTPE;
He ycranaBnuBaii HeouraabHbIe TATYH U MO/IHI,
Vcnonb3yit crokHbIE U pa3Hble MapoJy;
Jlaxke BO BpeMsi UTPBI HE CTOUT OTKIIOYATh aHTUBUPYC. [Ioka ThI WTpaemib, TBOH KOMITBIOTED
MOTYT 3apa3HTh.

@OUIIMHT WIM KPa’Ka JIMYHBIX TaHHBIX

OOBIYHOM Kpaked JeHEeT W JIOKYMEHTOB CETOJHS YK€ HHUKOTO HE YAHMBHIIbL, HO C Pa3BHTHEM
UHTEPHET-TEXHOJOTHH 3JIOYMBIIICHHUKH TE€PEeMECTHIIUCh B HMHTEPHET, M MPOJOIKAIOT
3aHUMAaThCA "IIFOOUMBIM' J1€JIOM.

Tak mosiBUIack HOBAasl Yyrpo3a: HHTEPHET-MOIIEHHUYECTBA WM (DUIIMHT, TJIaBHAs LEJIb KOTOPOTro
COCTOUT B TMOJYYEHHH KOHQUICHIIMATBHBIX TAaHHBIX IMOJIb30BATENeH - JIOTHHOB W mapoieii. Ha
aHrauiickoMm si3bike phishing unraercss kak ¢ummar (ot fishing - peiOHas noBmns, password -
MapoJib).
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OcHOBHBIE COBETHI IO 60pHOE ¢ HUITMHTOM:
Crnenu 3a cBoMM akkayHTOM. Ecim Thl mojo3peBaeilib, 4YTO TBOsI aHKeTa Oblja B3JIOMaHa, TO
HE0OX0MMO 3a0JIOKHPOBATh €€ U COOOIIUTH aJMUHUCTPATOpaM pecypca 00 3TOM KaK MOKHO
cKopee;
Hcnonp3yit 6e30nacHble Be0-CalThl, B TOM YHCIIE, HHTEPHET-MAara3nHOB M TOUCKOBBIX CUCTEM;
Hcnonb3yit cioxHble W pa3Hble napoiad. TakuMm o0pa3oMm, eciad TeOs B3JIOMAlOT, TO
37I0YMBIIIJICHHUKH TIOJYYaT AOCTYI TOJIBKO K OJJHOMY TBOEMY MPO(UIIIO B CETH, 2 HE KO BCEM;
Eciun T1e0s B3oManu, TO HEOOXOJMMO NPEAYHNPEIUTh BCEX CBOUX 3HAKOMBIX, KOTOpBIE
no6aBieHbl y TeOsl B JIpY3bAX, O TOM, 4TO T€OsS B3JIOMAJIH W, BO3MOXKHO, OT TBOETO MMEHHU
OyZeT pacchbUIaThCs CllaM M CChIJIKU Ha (DUIIMHIOBBIE CANTHI;
YcranoBu HaaexHbli mapoib (PIN) Ha MoOmIbHBIH TenedoH;
OTkIroun coxpaHeHue naposs B opaysepe;
He otkpeiBaii (aitnbl u apyrue BIOXKEHHS B MHCbMax, JakKe€ €CIIM OHM IMPHIUIA OT TBOMX
npy3eil. Jlydiie yTouHd y HUX, OTHPABJISUIN JIM OHU TeOe 3TH (aiiibl.

Mudposas penyrauus
[udposast pemyramust - 3TO HETaTHBHAsS WM TO3UTHUBHAs HMH(POpPMAanus B CETH O Tebe.
Komnpomerupyromas uHpopmanus, pasMelleHHas B UHTEPHETE, MOXKET CEepbe3HbIM 00pa3oM
OTpa3uThCs Ha TBOeH peasibHOM xu3HU. "LludpoBas penyranus" - 3To TBOW MUMMJIK, KOTOPBIN
dbopmupyercs u3 uHbopMaluu o Tebe B UHTEPHETE.
TBOE MECTO KHUTENbCTBA, yueObl, TBOE (DMHAHCOBOE IIOJIOKEHUE, OCOOEHHOCTU XapakTepa M
pacckasbl 0 OJM3KUX - BCE 3TO HAKAIJIMBACTCS B CETH.
MHorue MOAPOCTKH JIETKOMBICJICHHO OTHOCSATCS K IIYOJNMKAIlMM JUYHOW WHpOpManuu B
WuTepHeTe, HE MOHMMAs BO3MOXKHBIX MOCIEICTBUM. Thl Ja’ke HE CMOXKEIb A0raaTbcs O TOM,
4yto oTorpadus, pazMelIeHHas 5 IeT Ha3aJ, cTajla MPUINHONW 0TKa3a MPHUHATH TeOs Ha padoTy.
KommeHnTapuu, pa3menienue TBoux Gotorpaduil U qpyrue AeUCTBUS MOTYT HE MCUE3HYTh JlaKe
1ocJie TOro, Kak Thl UX YJaJWlIb. Thl HE 3HAEIIb, KTO COXPaHWI 3Ty MH(OpMalKIo, Ionana Jin
OHa B IIOMCKOBBIE CHCTEMBbl M COXpaHMJAch JHM OHa, a TIJaBHOE: YTO MOAYMAalT O Tebe
OKpY’KarollMe JII0JM, KOTOpble HaWIyT U yBUIAT 3To. HaliTn nHdopmanuo MHOTO JIET CIyCTs
CMOXeT JI000# - Kak U3 J0OpbIX MOOYXKIEHHUH, Tak U C HaMepeHHEeM NPUYUHUTH Bpea. ITo
MOET OBITh KTO YT'OJTHO.
OcCHOBHBIE COBETHI IO 3alIUTE LIUPPOBOI penmyTaliu:
[Tonymaii, mpexae 4em 4To-To IMyOJIMKOBATh U NepeaBaTh y cedsi B OJore Uiu B COLUaIbHON
CETH;
B mnacrtpoiikax npoduis yYCTaHOBH OIpaHMYEHMs] Ha MPOCMOTP TBOEro NpoduiIst U ero
COJIEP’KUMOT0, CAENIAal €ro TOJIBKO "uIst Ipy3en';
He pasmemait 1 He ykaspiBail MH(OpMAIHIO, KOTOpask MOXKET KOTO-JIHOO OCKOpPOJISTH WU
OOMKaTh.

ABTOpCKOE PaBo

CoBpeMeHHbBIE IIKOJRHUKU - aKTHUBHBIE TMOJB30BaTeNN IU(PpoBOro mpoctpancTBa. OgHAKO
JTaJIeKO HE BCE 3HAIOT, YTO IMOJIb30BAaHUE MHOTMMH BO3MOXHOCTSIMH LIM(POBOTO MHpa Tpedyer
COOJIIO/ICHMSI ITPAB HA MHTEJIIEKTYAJIbHYI0 COOCTBEHHOCTD.

TepmMun "MHTENNIEKTyaJdbHas COOCTBEHHOCTb' OTHOCHUTCS K  pa3jIMYHBIM  TBOPEHUSM
YeJI0BEYECKOr0 yMa, HauMHas ¢ HOBBIX M300pETEHNI U 3HAKOB, 0003HAYAIOIIUX COOCTBEHHOCTh
Ha TPOAYKTHl W YCIyrd, M 3aKaHYMBasg KHHUramu, QotorpadusiMu, KUHOQWIBMaMU |
MY3bIKaJIbHBIMU ITPOU3BCACHUSAMU.

ABTOpCKHE ITpaBa - 3TO MpaBa Ha WHTEIUIEKTYaJIbHYI0 COOCTBEHHOCTh Ha MPOU3BEIECHUS HAYKH,
JATEPATYpbl U HCKYCCTBA. ABTOpCKI/Ie IIpaBa BBICTYHAaOT B KadC€CTBC TrapaHTUHW TOIrO, 4YTO
MHTEJUIEKTYaJIbHBIN/TBOPUECKUI TpyA aBTOpa He OyJdeT HampacHBIM, JacT €My CIIpaBeJIMBbIE
BO3MO>KHOCTH 3apaboTaTh Ha pe3ysibTaTaX CBOETO TPy/a, MOJIYYUTh U3BECTHOCTh U MPU3HAHUE.
Huxkro 6e3 paszpemieHust aBTopa HE MOKET BOCIIPOM3BOIUTH €TI0 IIPOU3BEICHUE, PACTIPOCTPAHSATH,



nyOIMYHO JIEMOHCTPUPOBATH, MPOAABATh, WMIIOPTUPOBATH, IMYCKAaTh B MPOKAT, MyOIHYHO
UCTIOJTHATH, IOKA3bIBATH/UCTIONHATE B dHpe WIH pazmemaTs B IHTepHeTe.

Hcnonk3oBanue "MHPATCKOTO" MPOTPAMMHOTO OOECIICYCHHSI MOXKET MPHUBECTH K MHOTUM
pHCKaM: OT TMOTEPH JIaHHBIX K TBOUM aKKayHTaM JI0 OJIOKMPOBKH TBOETO YCTPOWCTBA, IJIE
YCTaHOBJICHA HellerajibHas nmporpamma. He cTouT Takxke 3a0bIBaTh, YTO CYIIECTBYIOT JIeTaIbHBIC
1 OeCIIaTHBIE MPOTPAMMBbI, KOTOPBIE MOYKHO HAWTH B CETH.



